








time.

Third, the application of data backup technology. In the cloud computing environment, when the
data security accident occurs, the system may take the automatic deletion of sensitive data as the most
direct means of protection, and the recovery of these data after the event is likely to be realized
through data backup technology. And with the continuous improvement of technical level, the
possibility of data destruction will be more and more big. The possibility of data damage and its
possible impact after damage are more and more, so it is necessary to pay attention to the application
of data backup, design the corresponding backup cycle and the backup system with strict defense, so
that the backup data can be more strictly protected.

Fourth, strengthen data access control. In the cloud computing environment, strengthening access
control is also an important way to protect data security. Because cloud computing needs to deal with
a large number of data, the access behavior of ordinary users to the server is quite different from that
of malicious users. For example, hackers may make the server vulnerable through frequent access to
the server, which can be identified and suppressed by access control technology. There are many
kinds of access control technologies, including role access control, autonomous access control and
forced access control. From the perspective of autonomous access control, each object is the owner
with control right. The structure of permission is relatively simple and the scope of application is
wide, but the possibility of cracking the access right is also large. Mandatory access control
implements access control by classifying tags. The role access control technology realizes the access
control by combining with the layered scheme.

Finally, we pay attention to the application of data encryption technology. In order to ensure the
security of data, data encryption technology based on various algorithms becomes very important,
and makes cryptography become a specialized independent discipline in modern times. In data
processing, data will be packaged and sent to cloud computing data center after being encrypted. In
order to distinguish different user areas, metadata encryption must be done well. These information
are encrypted by the key produced according to the algorithm, and then decrypted by the special
decryption key. When there is no decryption key for illegal access, these data are difficult to be read
and applied directly, so that the data security is protected.

5. Conclusion

To sum up, in the era of big data cloud computing, strengthening data security management
becomes more and more important. In the face of many data security threats, we should pay full
attention to the application of data security technology, and improve the data security performance of
cloud computing service providers and devices from the aspects of software and hardware. Through
the above discussion of data security and corresponding safeguard measures, | hope to play a positive
role in solving the actual data security problems to a certain extent.
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