








whole SDN. In the process of cloud data users from mirror data service to virtual data service center, 
there are still factors of network instability. However, the network security and the degree of 
information protection of the network are particularly important for users, which directly affects the 
user experience. 

4. Conclusions 
With the continuous development of cloud data center, especially the appearance of distributed 

cloud data center, today's data center has evolved into a high-performance computing place that 
involves servers with a scale of 100,000 or even one million, is geographically dispersed across the 
WAN, and integrates the operation and storage of big data. As a new computing mode, cloud 
computing has been widely used for its unique technologies in data storage, data management and 
data processing. SDN, which is characterized by high programmability and flexibility, is 
increasingly deployed in cloud data centers, and has become an important network infrastructure of 
cloud data centers. At present, SDN has made great development and progress, with a very broad 
development prospect and space, and many security problems, which require the joint efforts of 
researchers to make it more perfect. The position of the controller in SDN architecture is very 
important. From the analysis, it can be seen that the security problems of SDN mainly focus on the 
control layer, so improving the security of the controller will be the further research direction of 
SDN network security in the future. In addition, the standardization of northbound interface can 
provide a more unified method for authentication and authority management between control layer 
and application layer, which will also be the focus of future research. 
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